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Provider Portal — Two-Factor Authentication

Logging in with a username and password is vulnerable to phishing and other methods by which malicious or
unauthorized users can gain access to your web applications. To implement an extra layer of security,
Michigan Medicine has implemented two-factor authentication, which requires community users to enter
their standard username and password plus a randomly generated one-time passcode to log in. This
document covers the steps to set up two-factor authentication.

There are two methods for setting up two-factor authentication:

1. Mobile application on your smartphone, or
2. Email

For step-by-step instructions on your preferred method of authentication, go to the page listed below:

Setting up Two-Factor Authentication by Mobile App ... e . pg. 2
Setting up Two-Factor Authentication by Email ........ccciivieeriiieiiicrencceene e cerenecnnneens pg. 5
AULNENTICATION TIPS c.vveeeeeeeeeeeeeceesteeeeeteteeeteetesevee e e steereeassessessessesassassesssassessssassessessseasesrssessenaeen pg. 8
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Setting up Two-Factor Authentication — Mobile Application Method

1. Go to the Provider Portal log-in page (https://www.providerportal.uofmhealth.org/) and log in using
your Provider Portal username and password.

2. Click on the “Mobile App” icon

Extra Security Required

Choose how you want to receive passcodes that are required to access
your Michigan Medicine Provider Portal account. This extra layer of
security helps ensure that you're the only person who can log in to your
account, even if someone knows your username and password.

Each time you try to log in, you receive a new passcode through your
chosen method that you need to enter to finish logging in. Each code can
be used only one time.

Choose Your Authentication Method

)

Mobile
App

Cancel

3. Go to your smart phone app store and download an authenticator app. Popular authentication apps
include Google Authenticator, Authy, and Epic Authenticator. For this tip sheet process, we will be
using Google Authenticator:

Q. google authentication app ©® Cancel

Google Authenticator
Utilities ad>
1. 8. & SAge
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4. Open the Google Authenticator app, and click “Begin Setup” (iPhone) or “Done” (Android).

iPhone: Android:

10:36 4

Ready to add
account?

9

Remember, you can update your
settings any time at g.co/2sv

With 2-step verification, whenever you

sign in to your Google Account you will
need your password and a code that this
app will generate.

Update your phone numbers
Create other backup options

Turn off 2-Step Verification

LN ] DONE

Tap here to fill entire screen

11 (@] <

BEGIN SETUP

5. Click “Scan barcode”
[

| &  Scanbarcode |

/2 Manual entry

6. Allow access to the camera on your phone (iPhone) and then aim your smartphone camera at the
barcode on your computer screen.

all T-Mobile B 10:24 AM

{  Scanbarcode

“"Authenticator” Would Like to
Access the Camera

Authenticator uses your camera to
scan barcodes.

Don't Allow
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7. Once the barcode has scanned and you see the verification code on your smart phone, click “Next” on

your computer screen. On the next screen enter the code from your smart phone.

Set Up Mobile App
Authentication

Scan the QR code below to set up authentication on your mobile device.
Popular applications include Google Authenticator and Authy.

Can't scan? Enter the following code manually:

S27TMMBEYQFUCVE4BPTTRISP7IOQZAOTB4

4= Back

Confirm Authentication

Enter the code generated by the application.

Passcode

3629073

4= Back =» Verify

8. Write down the Reset Code given on the next screen and click the “l wrote down the reset code”
check box. This will be needed if you ever want to change how you set up two-factor authentication.

1

z

%Record This Reset Code

Your account is now set up with extra security. If you lose access to your
chosen authentication method, you need to enter the following reset code
or contact your system administrator to perform this setup again.

Write down this reset code and keep it safe and private. Use this reset
code only if you need to change how you receive passcodes.

Your Reset Code

X5GZNS8CT

D01 wrote down the reset code |

() Finish

9. Click “Finish” and you will be logged into the Provider Portal.

NOTE: The next time you log in to the Provider Portal, you will not
have to scan the barcode. You can just open the Google Authenticator

app on your phone and enter the new code when prompted.
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Setting up Two-Factor Authentication — Email Method

1. Go to the Provider Portal log-in page (https://www.providerportal.uofmhealth.org/) and log in using
your Provider Portal username and password.

2. Click on the Email icon.

Extra Security Required

Choose how you want to receive passcodes that are required to access
your Michigan Medicine Provider Portal account. This extra layer of
security helps ensure that you're the only person who can log in to your
account, even if somecne knows your username and password.

Each time you try to log in. you receive a new passcode through your
chosen method that you need to enter to finish logging in. Each code can
be used only one time.

Choose Your Authentication Method

)

Mobile
App Email

Cancel

3. Enter your email address, click “Next”.

: a

Set Up Email Authentication

Enter the email address whers you will receive passcodes,

Email Address

| johnsmﬁh@medical.neﬂ

4= Back = MNext
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4. Go to your email inbox and open the passcode email. The subject of the email with be: “Michigan
Medicine Provider Portal Authentication Passcode” .

From: donotreply@med.umich.edu <donotreply@med.umich.edu>
Sent: Tuesday, June 2, 2020 3:21 PM

To: John Smith <johnsmith@medical.net>
Subject: Michigan Medicine Provider Portal Authentication Passcode

Please enter your passcode)561583

5. Enter the passcode from the email into the passcode box, then click “Verify”
Note: Copy & Pasting the passcode from the email into the box is quicker and ensures no

[
T

Confirm Authentication

Enter the cods we just sent to jo..@medical.net

mistakes

Re-send Code  Change Email

Passcode

>815853

4= Back ‘ = verify
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6. Write down the Reset Code given on the next screen and click the “l wrote down the reset code”
check box. This will be needed if you ever want to change how you set up two-factor authentication.

%Record This Reset Code

Your account is now set up with extra security. If you lose access to your
chosen authentication method, you need to enter the following reset code
or contact your system administrator to perform this setup again.

Write down this reset code and keep it safe and private. Use this reset
code only if you need to change how you receive passcodes.

Your Reset Code

X5GZNS8CT

() Finish

7. Click “Finish” and you will be logged into the Provider Portal.

NOTE: The next time you log in to the Provider Portal, the

authentication code will be sent to the email address you specified
during set up.
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Authentication Tips

Now that you’ve set up two-factor authentication to access the Provider Portal, you will be prompted for an
authentication code each time you access the Provider Portal.

If you access the Provider Portal multiple times each day, use the Remember Me setting to streamline the
process. To enable the Remember Me setting, click the checkbox under the area you enter your passcode. This
will allow you to bypass the two-factor authentication process for the remainder of the day.

Enter Your Passcode

Use the code generatad by your authenfticatar.

924235

Cancel

Having trouble?

Raset additional authentication

NOTE: Two-factor authentication will be bypassed ONLY when the following conditions are met:
- Cookies are enabled on the workstation.

- The same user is logging in at the same workstation.
o If another user logs in to the same workstation, “Remember Me” is reset.
- If the user logs on to another workstation, “Remember Me” is reset.

Portal Help Desk Assistance

If you are no longer able to receive log in codes via the authentication method you selected, or are having
issues with resetting your two-factor authentication, please contact the Portal Help Desk at 734-615-0872.
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